Your life.
Your choice.
Your voice.

Swindon Advocacy Movement
Swindon Advocacy Movement
Confidentiality Policy

Introduction

Swindon Advocacy Movement (SAM) is an independent charity which manages a number of
advocacy and related services working with adults, children and young people. The organisation
provides both instructed and non-instructed advocacy, community inclusion projects and peer
support groups.

This policy is in line with the Data Protection Act 2018 and the Mental Capacity Act 2005. It outlines
how personal information which is provided to us in the course of our work will be processed and
stored in accordance with the Data Protection Act.

Confidentiality

Confidentiality is a broader concept than data protection but there is overlap between the two
areas. Confidentiality refers to all forms of information including personal information about people
using services or employees or volunteers, information about the organisation, for example, its
plans or finances and information about other organisations, whether the information is recorded
or not. Data protection concerns only personal information, which is recorded, whether this be in
electronic or manual format.

The outlines how information about a person accessing the service may be shared as well as the
circumstances under which confidentiality might be breached including when employees or
volunteers must make a child or adult safeguarding alert.

All advocates should refer to and be aware of this legislation when making decisions regarding
data sharing and potential breaching of confidentiality.

General Principles

All people who use the services provided by SAM have the right to expect that our services will hold
information about them in confidence and that the information will only be used for the purposes
that it was given. It will not be shared with any person outside of SAM without their consent unless
conditions for breaching confidentiality are met.

Confidentiality is central to trust between clients and service providers and is one of the key
principles underpinning advocacy.
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All persons using SAM services will be given the Policy in writing or have it read to them, before they
discuss the reasons for approaching the organisation.

Clients should be periodically reminded of the contents of the Confidentiality Policy throughout
their contact with the organisation.

All advocates at SAM receive appropriate casework supervision and will be expected to discuss their
work with their line manager on a regular basis.

Outside of legitimate reasons for the breach of confidentiality detailed below, advocates should not
share information about a client with others without that individual’s permission where they have
the capacity to consent.

Where permission cannot be obtained due to reasons of incapacity, information should be shared
in accordance with the Mental Capacity Act 2005 i.e. where it is deemed to be in their best interests
e.g. to ensure their wishes and views are heard and their rights are upheld/taken into account within
decision making.

Advocates should inform the client about all actions taken on their behalf. Advocates should avoid
colluding with hearsay and speculation about a client.

Advocates should ensure that all data kept on a client is securely stored in line with the Data
Protection Act 2018 and routinely updated and checked for accuracy.

Clients should have access to this information as requested. QPM

This Policy is available in easy read format.

Breaching Confidentiality

The limits to confidentiality must be explained to the client before gathering information from them.
Advocates should be honest with the client about the level of confidentiality they can realistically
guarantee. This means explaining any conditions under which confidentiality may be breached (e.g.

harm to self or others and abuse).

Advocates should at all times observe and respect the rights and remits of confidentiality for clients
within the policy of the organisation which should include:

Breaching confidentiality where there are concerns for the health and / or safety of the person or
others.

Sharing information in line with the Data Protection Act 2018 and Mental Capacity Act 2005 when
it is deemed to be in the client’s best interests.

Awareness of the responsibilities of being a ‘record holder’ under the Data Protection Act 2018 and
the holding of data about clients.

Confidentiality Policy — May 2022
Registered Charity No. 1070038. Company Limited No. 3388017



When confidentiality has to be breached the advocate shall inform the person at the earliest
opportunity of the reasons for doing so, giving them opportunities to discuss other alternatives and
to plan for likely outcomes (see Non-instructed Advocacy Policy for guidance if the partner does not
have capacity). Every effort should be made to ensure the person is given the maximum control
possible over the process of breaching confidentiality, and to keep them informed at every stage of
any action that SAM intends to take.

Unless during an emergency the decision to breach confidentiality must be a joint decision with the
worker and a member of the management team.

Duty to disclose information
Swindon Advocacy Movement has a legal duty to disclose some information including:

Child abuse

Any legal requirement to disclose information under the Care Act 2014, Children Act 1989, e.g. child
drug trafficking, terrorism, fraud.

it is necessary to breach confidentiality in order to protect a person in an extremely dangerous/life
threatening situation.

If people working within the service would otherwise be assisting a criminal offence.

If there is a court order for disclosure.

The person at risk lacks the mental capacity to make a decision, and a risk assessment indicates
that referral would be in their best interests or others may be at risk or a crime has been
committed.

The Mental Capacity Act will apply, if there is any doubt, that the person concerned has the
mental capacity to make specific decisions about sharing information or accepting intervention in
relation to their own safety.

A person with capacity is entitled to make unwise decisions relating to abuse.

If a person with capacity is making an unwise decision that puts others at risk, then it may be
justified to share information without their consent.

Withholding information from an advocacy partner.

There is a general duty to disclose to the advocacy partner complete details of all communications
concerning them. However, there may be exceptional circumstances in which this would not be in
the advocacy partner’s best interests — such a situation must be justifiable as being in the best
interests of the advocacy partner (in all such circumstances this must be discussed with a line
manager at the time or, if this is not possible, as soon as reasonably practicable after an initial
decision is taken).

This justification must show that either:

Providing such information would have, or has a realistic potential of being detrimental to the
physical or emotional wellbeing of the person concerned
or
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Providing such information would have, or has a realistic potential of being detrimental to the
physical wellbeing of a third party

or

Providing such information would, or has a realistic potential of interfering with the fair and
proper investigation or adjudication of an allegation or complaint

Any decision to withhold information from advocacy partners must be recorded in case notes.

This does not provide a rationale for denying partners access to information except in highly
exceptional circumstances.

Staff and volunteers working directly with SAM advocacy partners should make every effort to
ensure that third parties do not disclose information to them that they do not wish to be disclosed
to the advocacy partner.

Third Parties

When SAM staff have the need to use any third party to aid communication with their advocacy
partners (e.g. sign language interpreters or family members), confidentiality must be clearly
explained to them, consent sought and recorded in case notes.

Care Act 2014

The statutory guidance to the Care Act emphasises the need to share information about
safeguarding concerns at an early stage. Swindon Advocacy Movement recognises its
responsibility for ensuring information is shared about individuals alleged to have caused harm is
in accordance with human rights, data protection and confidentiality requirements.

Procedure for Breaching Confidentiality

1. Speak with the client to explain why the breach is needed and seek to gain their permission
(if they have capacity, see non-instructed advocacy policy for guidance if the partner does
not have capacity).

2. Inform line manager immediately of any concerns

3. Concerns will be discussed and a decision to take further action will be made (this may
involve with the Chief Executive Officer (CEO) or other Senior Manager).

4. Speak with the client to again and explain why the breach is needed (if they have capacity).

5. Raise concerns with relevant service eg Local Authority (LA) adult safeguarding or children’s
Multi Agency Safeguarding Hub (MASH)

6. Complete extensive case notes on action taken, when and why

7. Follow breaching confidentiality process and form

Managers should ensure that their staff are aware of how to contact them or a colleague at
management level, in an emergency during the working day and out of hours, including ways of
interrupting meetings. Staff should have senior managers’ telephone numbers stored in their work
mobiles along with Local authority MASH and out of hours emergency numbers.
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Accidental, negligent or wilful breaches of confidentiality

Any accidental, negligent or wilful breaches of confidentiality are to be reported immediately to a
member of the senior management team.

See Personal Data Breach process for steps in recording and processing personal breaches.
Recording Information

All manual and electronically held information will be held securely and confidentially. For further
detail, please see Data Protection Policy, Adult Safeguarding Policy, Safeguarding Children Policy.
Homeworkers, please also consult the Homeworking Policy.

At the first contact with a client, a record should be made on the client file, that the confidentiality
policy and its limits were explained to the client, and that, with exception of clients who lack capacity
(see 1 above) the client accepted the policy and consented to work with SAM.

A record should be made on the client database of all subsequent reminders to clients of the
confidentiality policy. These should be dated and timed.

All information received or actions observed which may indicate cause for concern, including
potential breaches of confidentiality, should be recorded in writing by the member of staff. Detailed
reports should be written which include a chronology of events which are dated and timed, people
involved/present, details of the issue(s)/concern(s), recording of exact wording used by client/other
wherever possible, and actions taken by member of staff. All reports should be signed by the author.

The manager should further record all actions taken by them from the point at which they are
alerted to a potential concern, issue and/or potential breach of confidentiality by a member of staff,
including steps taken to contact senior manager(s), time of contacting a senior manager, action
agreed to be taken and by whom, and progress on such actions. All records should be dated, timed
and signed.

Access to Data

Information is confidential to Swindon Advocacy Movement as an organisation and may be passed
to colleagues, line managers or trustees to ensure the best quality service for users.

Sensitive information involving complaints or disputes will be confidential to the employee dealing
with the case and their line manager. This may be escalated to CEO using the Escalation procedure.

Employees and volunteers will not withhold information from their line manager unless it is purely
personal to them and not business related. Service Users may see Swindon Advocacy Movements
records which relate to them, but only the information about themselves. The letter must be signed
by the individual.

Employees may see all of their personnel records by giving 14days’ notice in writing to the Chief
Executive. The letter must be signed by the individual.
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Data Protection Act

The Data Protection Act is mandatory, and Swindon Advocacy Movement is required under law to
comply with the Act. This means that we must: - Notify and register with the Information
Commissioner’s (IC) Offices - Adhere to the eight data protection principles below - Educate and
train staff in the correct use of data.

Staff can be criminally liable if they knowingly or recklessly disclose personal data in breach of the
Act. A serious breach of data protection is also a disciplinary offence and will be dealt with under
our disciplinary procedures. If a member of staff accesses another employee’s personnel records
without authority this constitutes a gross misconduct offence and could lead to summary dismissal.
The Information Commissioner maintains a public register of data controllers who process data
(information) and who are required to notify their details to the Commissioner.

No personal data will be stored on laptops.
The Eight Data Protection principles

There are eight principles of data (information) processing with which the data controller must
ensure compliance.

In this instance Swindon Advocacy Movement is the ‘data controller’. Personal data shall be:
Principle 1: processed fairly and lawfully

Principle 2: obtained only for the purpose stated

Principle 3: adequate, relevant and not excessive

Principle 4: accurate and, where necessary, kept up-to-date

Principle 5: not be kept for longer than is necessary for that purpose

Principle 6: processed in accordance with the rights of data subjects under the Act

Principle 7: appropriate technical and organisational measures shall be taken against unauthorised
or unlawful processing of personal data and against accidental loss or destruction of, or damage to
personal data

Principle 8: not transferred to countries without adequate protection

This policy is to be read in conjunction with:
Accident / Incident process

Personal data breach process

Safeguarding Policy

Non-instructed advocacy policy

Data Protection Policy

Whistleblowing policy
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